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Translating Security Protocols from Informal Notation into Spi Calculus

EIRO Sumil,t HIDEAKI TATSUZAWAT and AKINORI Y ONEZAWA it

Security protocols are often defined in informal notations which have no clear semantics
and only describe the message sequence when the protocol is successfully completed. This
can be a source of incorrect interpretations of protocols as well as an obstacle to their formal
verification.

To address this problem, we formalize the syntax of the informal notations and present their
semi-automatic translation into Abadi and Gordon’s spi-calculus, one of the most successful
frameworks for the formal specification and verification of cryptographic protocols. Our main
idea is to make the actions of each principal explicit on the basis of its knowledge, i.e., what

keys, nonces and names it knows at each point in a protocol.
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1. B — A . NB
2. A — B {Np,B}k,p

o000 IsOo00d0 2000000000000
0000000Y000000000000000
O (principal) BOO OO AQUOUOOOOOOOO
oooooooooBpOOOOOOOOOOODODOO

t00000000O00O0o0o0oDooooD
Department of Computer and Information Science,
University of Pennsylvania
tt000000000000O0DOO0Ob0OOOOODO
Department of Computer Science, Graduate School
of Information Science and Technology, University of
Tokyo

000000000 (nonce) Ng 00 DOO0O0DD0A
00D0000AODDOOOODOBOOOOODODN
00 Kap 0OODOODOBODOOOOBOOOD
K. 000DO0OODO0O0OO0OD0O0O0DO00O0D00
NpOODOOOOOOODOOOOO0O0D0000 BO
0000000000
00000000000000000000000
000000000000000000000000
00
e 000BO ADDOO NpOODO
e DODJAD BOODO {Ng,B}k,, 000
00000D0D0000000000
e 1.000ODDOBO NpOODOOODOO
e 200000BOODODO NpO BOOOO Np
0 BOOOODOOODOOO
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
0000000000000000000000000
0000D0000000000000000000
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000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000002.0000 B
0 NsO BOOOOOODODOOOOOOOOOOOO
000000000000000000000000
0000000000001. 0000 BO NpOO
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000
00000000000000000000000
O (knowledge) 1000000000 0000000
0000000000000000000000 40
0oooo
e 00D0DOOOOOOOOOOOOOOOOOOO
00000000
e 000O0O0DOOOOODOOOOOOOOOOD
0000000000000000000
e 00DDOOOOOOOOOOOOOOOOOOO
e 0000O0O0DOODOODOOOOOODOOOODO
0000000000000000000000
000000000000000000000000
00000000000
000000000 A0 BOOOOOOOOOD
{A,B,KAap}00001.00000B0O NpOODO
00000000000000000AO0 NpOOO
000000000000000000000 2.0
O0AQO N, B, K,p0ODOOODOOODOOOODO
{Np,B}x,, 000000BO Kap0OOODDO
000{Ng,B}k,, 000000000 NgO BO
0000000000000 N0 BOOOOOO
000000000000000000000000
00ooooooo
0000000000000000000000
00000 spi00®?Y 0ooo0ooooooon
spi000000000000D000O0OOODOOO
0000000000000O0spi00000000
o®»78 goooYA)) oooooooooon
000000000000000000
00000000000000200000000
0000003000 spi0000000000000
400000000000 spi0000000000
0000500000000000000000000
000000000000000000000000

goooo =« = Qy; 3Oy,
oo « = X —>Y:M,...,M,
gooogd M,N == w
| op(Mi,...,M,)
| {Ml? ‘7M"}M
| M
| Mo
oo v = Xvi..v,
opood XY == AB,Sz,y,K,N,...

01 000o0oOoboooog
Fig.1 Abstract Syntax of Informal Notation
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2. 0000

000D0D0000000000 10000000
00000 0 0000000 0000000
0X —>Y:M,. ,M,00000 X00O00O
0YOOOOOOO M,,...,M, 00000000
000000000000 0000000000
0000D0000000000 MOOOO 000
000 op(My,...,M,)00 MOOOOOOOO0O
M,...,M, 0000 {My,...,M,}»000000
MOODOOOO0OOO0O MY, M- 000000000
00D00D000MTO0000000000000 M-
000000000000000M 000000
000000 MYOO0000000000000 0
Xv,.v, (n>0)00000000000000 A
Kap, Ng0OOODOOODOO0OOO op(M, ..., M,)
00000000000 hash(M,,...,M,) 0000
040000010000 suee(M)0O000000D0

3. spi O O

000000 spi0D0000ODO0OO 20000
goooo pPODO
e IIODODOOOODOO
e JIDODOODOOvODOODOO PODOODO
ooood v P
ooooodoeO M,,...,M, 0000000
PODOOOOODOO B(M,,...,M).P
e 1000DO0ODO»OODODDOODODOOODOODO
v,...,v, 000000 POOOOOOOO
0 v(v1,...,vn). P
e PO QUUIULODDODULUD PIQ




Vol. 45 No. 0

| vv.P

| v(Mi,...,M,).P
| v(vi,...,vn). P

| PlQ

| P

| if M = N then P
|

case M of {vi,...,vn}N in P

02 spi000000OO
Fig.2 Abstract Syntax of spi-Calculus

e P|P|P|...00000000000000O0
ogo P
e MO NODODOODODODO POOOODODODO
0 if M = N then P
e 000 MOO NDOOODOOODOOOOODO
0 uw,...,v, 0000000 POOOODOOO
00 case M of {vi,...,vn}n in P
0000000000000000PR,|...|P, 00
ooooooo [],.,., 000000000000
M+=M",M-=M* M=MOD0DOOOOOODO
oooooo
0000000 (context) C 0000000000
000000000000000 (hole)[]00O0OO
000000000 CcO0000000 POOOOOO
0000 C[P|0000000000 C =va.vy.[]0
000000CE(x,y).00 =ve.vy.Z{z,y).00000
spi000000000000000000000
oo®o0ooooono

4. 0O O

gooboooooobo~OO0spiODOOOOO P
o000 P=7(r)00 300000000000
o0/70000000000O0O000000DO00O
goooobooooobooooooocoboobooon
gboooooooooooooooooooooon
goooboooooooobooooooooboooooboo
gobooooooooooo

goobooooobO0o0 ~n0D0O0DOO0 X OO
0000000 Ix(rn OOO0ODODOODOOOOO
Tx(a1;...;0,) 000000000 o 00000
OO0 c,oooo0ooooooooooooooo
00000 XO0D0O0 p31 00 p, 00000

g0o0o000O0O0000000o0000 spi0Db0O0000 3

gobooooooomoobooon pgbOoOoOoDn
gobooooooooooooboognospibOn
0000000000000 0000O Afterk OO
goooooooooboboo XxXooooooooo
ggoboobooobooooboooo

X000 eOOO Tx(p,) DOX OOOOODOO
goobooobobooooooooboooooboooa
ooo00o0o0oooooOO0Ox 000000 M,y,...,M,
ooooooooOOoooobooOoO0OD000 M;000
oooooooooooooooooo G, 0000
0000o0oooooo N;008x(pi—1, M;)ODO0ODO
00000010000 Xx 000000 M,...,M,
gooobooOoooooooooooooboooboobo
0000 C;00Rx(pi-1,M;) DODODODOOODO
J2000X 00000000000 O0ODbbOOOD
00000 [Jbobo0oooOos30oom

Sx(p.M)DD000DOO0 MOOD p00D000
OoMOOO0O pOoOoOooooODOOOCOOOOO0O
ooooi1oomooooooooobobo MOOO
goooooooooooooMMDbDDOODODO205
gbbdoboool1boooooboooooooooo
goboooooooooennO

Rx(p,M) 0000000 MOOO p000D0
gooooobDbob0oD .0 MOODODODODO
gboobooloboobobuoobuobboobo
{M,... M} ODODOOMO pO000000OOO
Ooooooooooood My,...M,00000
g2b00doooocoooooooooobobocoooon
goboocoos3soom

mapy(p, M) 0000000 MODOO p0000
goboobooooooboooobooooooooooo
0000000000o0oUO0oOSx(p, M) OO0
oooao

000Sx(p,M), Rx(p, M), map x(p, M) DO X O
g30000b00b000oo0oboboooboooboboo
gooad

01 100000001IS0000 2000000
gooogo

1. B — A : Nsg
2. A — B {NB,B}KAB

00000 I(A) =1(B)={A,B,K.ap}00000
0000000000
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T (m)

Tx(a1;...;0m)

Tx(p, X =Y : Mi,...,My)

Tx(p,Y - X : M1,...,My)

Tx(p,Y — Z: Mi,...,My)

Sx(p, M)

Sx (p, op(Ma, ..., My))
Sx (p, MT)

Sx(p, M7)

Sx(p, {M1,...,Mn}ar)

Sx(p, ’U)
RX(pzx’ M)

RX(p,RT,{Ml,...,Mn}M)

Rx (p,z, M)

map x (p, M)

map x (p, op(M1, ..., My))
map x (p, M)

mapx (p, M™)

map x (p, {M1, ..., Mn}nr)

HXEdom(I) Tx (W)

Ci[. .. [Cn[After%]]]

if Tx (po,a1) = (p1,C1), -+, Tx (Pn—1,an) = (pn,Cn)
for po={M — M| M€ I(X)}

and 0 = pn \ {M — M | any M}

(pn, C1[. .- [Cnlchany (N1, ..., Nn). []]I])

Y # X

and Sx (p, M1) = (p1,C1, N1), ..., Sx(pn—1, Mn) = (pn, Cn, Nn)
(pn,chanx (z1,...,2n).Ci[... [Cn[]]])

iftY # X, z1,...,zn fresh,

and Rx (p,x1, M1) = (p1,C1), ..., Rx(Pn—1,Tn, Mn) = (pn,Cn)
(os[1)

Y # X and Z # X

(o, [1, p(M))

if M € dom(p)

(pn; Ca[... [Cn[]]]; op(N1, . .., Nn))

if Sx (p, M1) = (p1,C1,N1),...,Sx(pn—-1, Mn) = (pn,Cn, Nn)
(', C[],NT)

ifSX(va):(plvch)

(0, C[l,N7)

ifSX(p’M):(pI’C’N)

(pn, CIC1[. - - [Cn 1], AN, - -, Nn}N)
lfSX(p7M):(pO7ch)

and Sx (po, M1) = (p1,C1,N1),...,Sx(pn—1, Myn) = (pn,Cn, Np)
((pyv — ), v0.[],0)

(p,C[if x = N then []])
if map x (p, M) = (C, N)
(pn,C|case z of {y1,...
if mapX(p,M) = (C,N)
and RX(pvylaMl) = (p1701)7 s 1RX(pn*17yn7M") = (pn,Cn)
((pn, M — ), [])

([1; p(M))

if M € dom(p)

(Crl-- - [Cn[]l], op(N1, ..., Np))

if map x (p, M1) = (C1,N1),...,mapx(p, Mp) = (Cn, Ny)
(C[l,NT)

if mapx (p, M) = (C, N)

(C[LN7)

if map x (p, M) = (C, N)

(Crl-- - [Cu[C], {N1,s - -, Nn}N)

if mapx (p, M) = (C,N)

and map x (p, M1) = (C1,N1), ..., mapx (p, Mn) = (Cn, Nn)

syt in Cil. (OR[N

03 000000 spi00O00OO

Fig.3 Translation from Informal Notation to spi-Calculus

chany (). chanp({z, B}k , ). After,

vNp.chana(Npg).

chanp(y).case y of {z1,22} Kk, in
if z1 = Np then if 25 = B then After%

oooooooooooo

vNg. (After)P VB | After)

0000000000000000000000000
0000000000 changa O chang 0 v 0000
000000000000 000000000000
00000000000 0000000000000
000000000000 o0o0o0o0o0n0o

02 200000 4, BOOOOOOODOOOO
00000 Needham-Schroeder 00000000

Npr—x
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1. A — B : {NaAlgs VN 4. Chang (A, {Na}x ,p)-
2. B —- A {NA:NB}KX chana(y).case y of {y1,y2}k,p in
3. A —- B {NB} i+ if y1 = succ(Na) then
B

000000 I(A) ={A,B,K},K;,K$}, I(B) =
{AB,K} K}, Kz}000000000ooooooo
000000000000 0000O0O0O0O0o0?o00
gooovrd
VNA.m<{NA,A}Kg>.
chany(y). case y of {y1,y2}K; in
if y1 = Na then
m{{yz}K};).AfterX’aHyz
| chanp(x).case = of {x1,Z2},- in
B
if 9 = A then
VNB-M<{$1,NB}KX>-
chanp(z).case z of {z1},— in
B
if 21 = N then Afterg“Hm1
000000000 {NaAbes, {Na N},
{NB}KEDDDDDDDDDDDDDDDDDDD
gobooooooooooooon

UNA.vNg. (AfterYP VB | Afternya—N4)

0000000000000 00000000000
0000000000000 0™ooooooooon
ooooooo

03 200000 A BOOOOOODODOOOO
0 Ky, OOOO NpOOOOOOOOOOOOO
Andrew Secure RPCOODODOOY

A

1 — B : A{Nalr,g

2. B —- A {succ(Na),NB}K,p
3. A - B {succ(NB)}K A5

4 B — A {Kap, Np}Kas

000000 I(A)=I(B) ={Kap,A,B} 0000
00000000000

O gpooooo? 00000000000%(...).PO00000
0000000000000 o(...) | PO000OOO0OOOD0
0ooooooooooo

chang ({succ(y2) } K ap)-

Ca(w).case w of {wi, w2}k, in

’ ’
Npr—y2,K) p—w1,Ng—w2

After,
| chanp(x1,22).if 1 = A then

case z2 of {z3}Kx,; in

vNp.chana({succ(zs), Np} Kk 4p)-

chanp(z).case z of {21}k, in

if 21 = succ(Np) then

vK)yg.vNp.chans({ Ky 5, Ng} Kk ,p5)-

Np—2z1
Aftery

0000000000 suee(Na), suce(Ng) OO OO
gobooooogoobobobbboooobobbo
oo

vNa.vNg.vK/ 5. UNg.

Np—Npg,K', n—K' o, N —N"
AfterA Y AB AB’ "B B|

Npo— Ny
Aftery

O00o00o00oooOoO0ooOoOooooDooD 4.0 A
gooboooooooooooooooooobooboo
goboooooooboooooboooboo pPOODOO

P | P | chana(x4).chana(z4). chana(z4).0

0000000000 Kip, Ny OOODO Afters
O00000000000000000Needham-
Schroeder 0000000000000 OOODOO
04 000 BOODOSOOOODODO ACO
0000000000000WooO LamO OO0 O
ooo n®

1. A — B A

2. B — A Ng

3. A - B {NB}KaAs

4. B — S {AANB}K4sKps
5. S — B {NB}Kpgs

ooooog I(A) = {AB,S Kas}, I(B) =
{A,B,S,KBs}, I(S) = {A,B,S,KAs,KBs} oag
gooooooonooooo
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chanp(A).

chana(y). chanp ({y} k45 ). After) 2V

chanp(z). chans{{A, z}k54)-
chanp(u). case u of {u1}kpyg in
if u; = Np then After;{BNB}KASHZ
| chang(w).case w of {w1, w2}k, in

if w; = A then case ws of {ws}k,4 in

chang ({ws} k). Aftery 28

BO K,sOOOOOOOO03.0000000000
oboooboooooobobo 400000000
ooooooooooooooooooboooobonboo
gooooo

vNp.
AfterXB'_’NB

Afte
After

r{NB}KAs'—’{NB}KAS |
B

Np—Np
S

oooao
5. Jogoo

Needham-Schroeder 000 O0000000O0OO
oobooooooo

1. B - A : B
2. A — B {Na, A} ot
B
3. B — A {Na, N5} et
4 A — B (N5}t
B

0000000 ADDOOOOO BOOOOOOO
0000000000000000000000000
00 AD00O0O0O000O0O0OO0 BOOOOOOOD
A000O0O0ODOOO0OO0

chana(z).if © = B then ...
O0000ODACOD BOODOOOOOOODOO
0000000000 AODOOOO0OO0 BOOOOOO
A00D00 BOOOODOOOOOOOOOOOOO
00?7 I(A) = {A,K},K;,K;} 00000 300
000000000000000000000000
oooon

(
()
| chang(x).if © = A then vNg.chana(Ng).
(2).
(

chan (w).
l/NA.m<{NA7A}K§>.
chany(y). case y of {ylva}K; in
if y1 = N4 then
Eﬁaag({yz}K;>.After§B*w2
| chana(B).

chang(x). case x of {fL'l,.TQ}K}; in

if o = A then

VNB'melvNB}KX)'

chanp(z). case z of {Zl}Kg in

if z1 = Np then Afterya™"!
000000o0ooooooooooAO0OOOO BO
000 wDOOODOOODOOODOODOODODOD
000000 BOODODOODO chanp OO0 OO
g KEDDDDDDDDDDDDDDDDD chan,,
000 K;00D0D0000D000000000000
gbooooobobOobodspib0b0Oon0oooon
gooooooooon

goobooOobooobooobtwOoobOoOoboOon
chan, 000 K OOOOOODOOOOODOOOO
gbooooboooboobooobooobobooboobo
gbobooooobobbobobooooooobogoo
gooooooooobobo

vgetc. vgetk.
lgete(r, 2). Hze(Jom(I)Azgz(A)
if £ = Z then 7(chanz) |
lgetk(r, ). HK;&I(A)/\ZQI(A)
if x = Z then 7(K}) |
chang (w).
vNa.vry. gete{ri, w).ri(c).
vNp.vrs. getk(rs, w). r2 (k).
c({Na, A}g).
chana(y). case y of {yhyg}K:1 in
if y1 = N4 then
c({y2}r). Afteryo Y2

0000 !gete(r,z). ... 000 00000000
0 chan, 000000 lgetk(r,z)....000 =z 00O
0 KfO0oooooOoOoOoOoOoOooooooooo
gooootoor-00b00oo0oOo0o0obobboooooo
O00000OgetcO0O0 getk OOODOODODOOO
r0000000 ZO0O0OOOOOr 0O chanz OO
0K;00000000000 vry.gete(ry,w).r1(c)
O vra. geth(ra,w).m2(k) 000000000000
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g0o0o000O0O0000000o0000 spi0Db0O0000

Tx (015 .5 an)

Sx(p,Yz,..2,)

SX(p7 th_._zn)

map x(p,Yz,...2,)

mapx (p, Y, 5)

Tx(p, X =Y : M,...

’ Mn)

VgetXYl' co..vgetyy, -
vgettyy,. -...vgettxy, .
Hi n!getXYi (ryz1,...,2Tn).
Yig, .. 7, €1(X)U{chanz|Zedom(I)}A{Z1,....Zn }\I(X)#0
if 1 = Z; then ... if ©y = Z, then r(Yz, . z.) |
Hi n!get"'XY,- (ryz1,...,2n).

nJZrlmZna(X)A{zl ,,,,, Zn \I(X)#D
if £1 = Z; then ... if z, = Z, then T<YZ+14.4Zn> |
C1[...[Cnlafter%]]])
if {Y1,...,Ym} ={Y | Y appears in I} U {chan},
Tx (po,a1) = (p1,C1),- .-, Tx(pn—1,0n) = (pn,Cn)
for po={M — M | M € I(X)}
and 0 = pp \{M — M | any M}

(pn V7. B xaman (1 P(Y)). 7(0). C1 ... [Cu[E(NY, ..
if r,c fresh, Y # X, Y ¢ I(X),

(o, vr- BTy (1, (2100 p(Z)). (K. 1], )

if r,k fresh, Yz, ..z, € I(X) and {Z1,...,Zn} \ I(X) #0
(p,vr.get+xy(r, p(Z1),...,p(Zn)). 7(k). ], k)

if .k fresh, Y7, € I(X) and {Z1,..., Zn} \ I(X) # 0

(vr.getxy (r,p(Z1),. .., p(Zn)). 7 (k). [], k)

if 7, k fresh, Yz, 7 € I(X)and {Z1,...,Z,} \ I(X) #0
(VT' get+XY<T7 p(Z1), cees p(Z’ﬂ)>' r(k) []7 k)

if .k fresh, Y, € I(X) and {Z1,..., Zo} \ I(X) # 0

04 DO0OO0OOOCODOOOOOOOO

s Na)- (1111

and Sx(p, Ml) = (plrclle)w . ~,SX(pn—1,Mn) = (pnvcnan)

Fig.4 Extension of the Translation with Key Database

0000000000000
00000000000000000000000
000000000000000000000000
00 I(A) 000000000000 BOOOOO
0000000000000 Kf00O000O0O0O
00000000000BOOOOOOOOOOKS
000000000000000000000000
00000 Xy,.y, 00000000000000
00v,...,Y,000000O0D0000000000O
Xy,.y, 01000000000000000
0000000000000 3000004000
000000000000000000000000
040000000000000000000000
0o0O00O0ooooo

04000000000 X0O0O0OO0OO0OOOO0X
000000000000000000000000
0000000 Y,,.,., 000 Y} ., 00000
000000000000000000000000
o0oDooooooo !getXYi(r,azl,...,xn)....D[I
000 X00OO0O0DO00000000 Yig,..p, O
00000000000000000000000

O0000O0O0OADO XO0OchanO YV; O0getc O
L, 00000000000
L Tn)....00000 X0OO0
oo Yij{l“wnDDDDDDDDDDDDDDDDD
00000000000 000AOD XOOKOVY;
O 0getk O get+XYiEIElﬂcD T1,...,x, O OO0

04000000000 XOODOOODOOoOoDO
00@oooooooooooooboooooooo
0000oooo0oooooooooooooooDo
OO00O000OO000ooO0o00oD000n Yz,...2, 0
oo YZ*'IH_ZWDD[I[IDEI[IDEI[IDDDDDDZl7
..., 2, 0000000000D00CO00DOODOOO
oooo

000oodAQOOQOOO FOOOO K;SEIEIEIEID
gobooooooooooobo pPODbOO

getXYiDDxD Ti,..

00 lget+yy, (r, 21, ..
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ChanA E>

chang(z). case z of {z1,%2}, - in
E

chana(y).if y = B then

Y
{ 1,332}K+>

chan(
(
(
chang(
chang(z). case z of {z1}K in
chanp ({21} ).
AfterNA'_””l’NBHZ1
00000000 uooUo PlUOOCOOODO

vN4s.UNB.
After, B NB | AfteryaTNA |

AfterNAHNA’NBHNB

O0O0OOO0OED A4, BOOOO N4, NsODOODODO
0000000000000 D000000AQ BO
0000 E000O000DO0O0D0ODOO0OOO0O00D
000 man-in-the-middle 00000000 00O
0D0000000000D000D000000000
00000000?00000000000000
0000000000000 00000000000
00D000000BO EODOOOOOOODOOD
AD0DODOODOODOOOOOOOOOOOOOOO
000000000000000000000000
000000000000000000000000
0000000000000 00000000noDn
ooooDoog

6. DO0OoOoOooOOoOoOO

0000000000000000000000
spi0000000000000000000000
00000000000 0000000000000
000000000000 spi00D0000D0000
00000000 TgXO0OOOOO0D00O Objective
Cam!'¥ 00DODODOOOO0OO00OO0OOOO
000000000000 0000000O0DOooD
000000000000000000000000
00000000000 240000000000
000000000000000000000000
000024000000 40040000000
00 2000000000400000000000
0000000M5000000000000000
ooooo

00000000 00000000 spi000 spi
000000000000 Casper'® 0 CAPSL!Y O
O00OCasper 00000000000 DDODOODOO
000000000000 cSP® ooooooon

OooooOocAPSLOOOOOOOOOOOOOO
gooooooooooooooooooooooboo
goooobooooooboooooooobooobo

O initiator O responder 0000000000000

000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
0000000000 annotation 00000000
0O00oOo0ooooo')2ooooo0oo0ooon
0o0o0oooo
00000000000000000000000
000000000000000000000000
000000000000003000000000
00000000000000000000 z24y0O
0000000000z +(y+2) 0000000
000000000000000000000000
0000 z+(y+2)0 (z4+y)+2000000
000 annotation 0000000000000 70
0Y0000000000000000M=N0OO
mapx(p, NYOOOOOOOO NOOOOOO MO
000000000000000000000000
00000000 Ofresh000000000O0O00O
000000000000000000000000
0000000 spid000O0O00OO0 formal method
00000000000000000000000

o o O 0O
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